Tokenauthenticatie

&
XML Signature
in detail



QURX_

EX990011NL
-

l

token maken

y

signedData

Tokenauthenticatie

A 4

e

SignedInfo
maken

A

smartcard met
private key

|

RSA / SHA

SignedInfo

e

\ 4

sig maken

A

Certificaat
J—

SignatureValue

A

Bericht maken

\ 4

\ 4

SOAP bericht




Transformatie XML 2 SignedData

Verstrekkings-
Lijstquery

\/_

QURX_IN990111NL_01.xml

signedData.xsl

A 4

signedData QURX_IN990111NL_01_signedData.xml

\/_




w < !-— examnple QURX_IN990111NL-1 Werstrekkingsoquery (lijst verstrekkingen):

= QUEX_INS90111NL

44 44

1444

-

VerstrekkingsLijstquery

k?xml wverzion="1.0" encoding="UTF-5" 2>
<roxygen ACHIchemas="../achematronsQURX_THNIS0111NL. ach™ 2=

http: /v, w3, org /2001 AL Echena-instance””

Zoek weratrekkingen bij L3P op BEN

ThrtsT i

"arn:hlY-orgivi .. fachenas AQUEX TN990111NL, xad” "arn:hl7-org:w3i™s
£id "OlZ34567T89 T le 5280110070330 1234567174
<creationTime TEZ00501E5173600 A
<yersionCode "HNICTIZEdZ005-0kL" /=
<interactionId TOURX_TN990111NL™ T2 le.840.1.113883. L 67/
<profileld T2 16,8400 1. 113885, 2.4,3.11.1" TELOT S
Z!—— Training berichten (gebruik P woor Productie], geen acknowledgement bherichten ---
ZprocessinglCode TS
<processingModeCode T A
acceptickCode "HE" f=
<attentionLinel
“keylWordText "PATID™ T2 16,8400 1. 11535853, 2, 4,15, 1" Patient, id< /keyWordText>
<yalue TII" TOlZ3455T72T T2.16.840.1.113883.2.4.6.3"./=
<fattentionLines-
<receiwver>
Ldewvices
<id rr 2. le. 8401113883 2. 4. 6.6/
£1—— LSP -
<fdevices
<freceivers-
<sender
<device
<id "O1Z234567 T2 16.5840.1.1158583.2.4.6.67
Z1—— E¥3 wan ziekenhuiz Medisch Centrum Oozt o.b.w. landelijke applicatie ID -->»
Lidevice
</zender-
<ControlactProcess TEVH" =
LauthorlrPerformer TATT
<participants-
LhzzignedPerson-
<id 0123456757 "2.16.528.1.1007.3.17 /-
= 1—— gpecialist Dr. Jangen o.b.w. UEI mummer ---
<code Tol.ooor T2.16.840.01.113883.2.4,15.111"
Z0rganizations
<id TOl234567T T2.16.5258.1.1007. 3.3/
<hamerMedisch Centrum Oost </name>
£l—— zmipkenhuis Medizsch Centrum Oost o.b.w. TZI abonneenunmer -->=



sighedData

e X.509 Strong Authentication
— message id
* nonce
* unieke indentificatie van bericht
» (if duplicate removal has already taken place)
— notBefore & notAfter
e timetolive
* security semantics can expire
e time to store & check nonce
— addressedParty
* replay against other receivers

* Koppeling met bericht
— BSN
» voor patiéntgerelateerde berichten

— Trigger Event Id
« versieonafhankelijk, itt. Interactionld



Signed Data.xml| (pretty print)

"http: //docs,. 0asis-open.orgswss /200401 foasis-20040)1 -wess-wasecurity-utility-1. 0.x3d"™

1 = #signedbata "http: /g, aortarelease.nl /80577

2

3 "token_2.16.528.1.1007. 3.3, 12345671 0123456759
g = LanthenticationDatas

L <messageld-

G “root=Z.16,525.1.1007,5, 3, 1234567, 1< /root>
T Lextension=0123456789<C fextensions:

=] Lrmessagelds

a <notBEeforex=Z0050125173600< /notEefores
10 <rnothfter>20050128174059< fnotafters
11 = <addressedPartys=
12 <root=Z2.16,840.1.1138583. 2. 4. 6.6 /root=
12 Cextensione:ls fextensions
14 </addressedParty>
15 <jauthenticationbatas
16 = Loofignedbatas
17 <rriggerEventId=-0URx_TES30011NL /criggerEventId-
18 = <patientId-
14 root=Z2.16,840.1.113853.2.4.6. 3 /root=
20 Ledtensions=0123456724 fentensions
21 </patientId-
22 <ijoodignedbata-
23 #f/signedDatas



Token versus bestand

1 Lraml version="1.0" encoding="TUTF-87"2>- |
2 <rowygen SCH3chema="../schematron/QURx_INS90111NL. sch™ -

3 <!-- example QUEX_TN2920111NL-1 Werstrekkingsquery (lijst werstl
4 = <QUEX_TNS950111NL "http:fjwww.wS.nrngDDleHLSchema—iIE:
5 <id TOlZ23456730T

fi T2 16.525.1.1007. 3.3, 1234567, 1"

7 <creationTime TE00501E51T 56007 A

a <yersionCode "NICTIZEAZ005-0kt" /=

a Linteractionld TR _TN990111NL™ 2. 16,840, ]
10 <profileld T2 16.840.01.11358585.2.4.53.11.1"7 i
11 <processingCode T

12 <processingModeCode T

13 <acceptickCode o "NE" i

14 | <attentionlLine> [3 lines=]

18 = Lreceivers

19 = <devices-

] <id " T2.16.840.01.113883.2.4.6.6™,
> <fdevices

2 Lfreceiver>

acll S <sender> [ lines]

’q <ControlidctProcess TEVH"=

20 <anthorlrPerformer AT [12 lines=]

1 e < OVELSeer "BE3P"> [21 line=s]

i <ueryByParameters

57 ueryIld Tol23456789" T2 le. 52801010
it <statusCode Texecuting” />

59 <responseModalityCode BT

Ju <responsePriorityCode I

T e <dispenzeEventEffectiveTineInterval> [ lines]

- <patientID>

= <value 0125345672

u] T2 16.5840.1.113883, 2,463

3| <gsemanticsText:Patiéntnummer< fsenanticsText:

22 < !=— patiént 4, de Vries o.b.w. B3N -->

K] </patientIh>

L </queryByParaneters

25 <fControlactProcesss-

36 < SQURX_IN990111NLE-

1 = £3ignedbata http: fAwmnT, aortarelease. . nl 8050

2 "http: //docs.0azis-open. org/wss /2004701 Foazis-
3 "token_&.16.5258.1.1007.3.5. 1834567, 1_0123456759
& <anthenticationDatas-

5 = Lmessagelds:

G <rootxZ2.16,525.1.1007.3,.3, 1234567, 1< /roots

E Lextension=-012345675% fextensiorn-

=] </messagqelds-

=] <hnotBefore>=20050128173600< /niotBefore-

10 <rnothfter>20050125174059< fnothfters

11 = <addrezsedParty>

12 Lrootx2.16,840.1.1138583. 2, 4. 6. 6</root

13 <extensiornsl<d fextensiorns

14 < jaddrezzedParty>-

15 Lfauthenticationlatas

16 <colignedbatas

17 <triggerEventId-0URX_TEII001INLL /trigogerEventId-
18 — <patientId-

14 <rootrz.16,540.1.1158583. 2. 4. 6. 3</root>
20 Cextension=012345672< fextensions-
21 </patientId-
22 <Foo3igqnedbhatas
23 | </signedbatas-
24



Whitespace eruit

sighedData

\/_

|

remove-
whitespace-
between-

elements.xsl

A 4

signedData

\/_

QURX _IN990111NL 01 signedData.xml

QURX_IN990111NL 01 signedData.xml



Exclusive Canonicalization

signedData QURX _IN990111NL 01 signedData.xml

\/_

|

exccldn
(Oxygen gebruikt)

A 4

signedData
exccldn

\/_

signedData_ exccl4n.xml




Exclusive Canonicalization

1 v-EsignEdDatg

=

'token 2.16.525.1.1007.3.3.1234567.1_ 0123456759
'http: /fwmnw. aortareleaze.nl s 8057 '
Zauthenticationbatas-
<messagelds-
LrootxZ2, 16, 5258.1.1007. 3,3, 1234567, 1</ root>
<extension=0123456759% fextension-
Limessageld-
<notBefore>=20050128173600< /notBefore
noCAfCer=200501281740580< /notAfter>
<addreszedParty-
<rootrz2,16,.540,1.11535853. 2.4, 6. 6</root>
<extensionsld /extensions-
<faddrezzedlarty=
<jauthenticationbatas
coligqnedbatas-
<triggerEventId-0URX_TESI001INLL ftrigogerEventIds
LpatientId:
<rootxz2,16.540.1.113853. 2.4, 6. 3</root>
extensiorn-01234567EC /extensions:
</patientIds
ZSoo3ignedhatas

<isignedbatass

'http: //docs. nasis-open. org/wss /2004 ]

1 = #£aignedhata

2
3

£

"http: A fwmw. aortarelease.nl /8054
"http: /fdocs. 0asis-open. orgswas /200401 foasis-20
"roken_2.16.525.1.1007.3.3.1234567.1_01234567597" >
Lauthenticationbatas
<messageld-
root=Z 160 528.1.1007, 3.3, 12345867, 1< /root:
Lextension=0123456759< /extensions
</mezsageld-
<notBeforex=20050128173600< /notBefore
LnotAfter=Z00501281740589 fnotAfter>
<addreszedParty-
<rootrZ.16.540.1.115358585,.2.4.6.6</r00t>
Lextensions:l< fextensions
< FaddrezzedParty=
<LfauthenticationDatas
<ocoilgqnedbatas
<triggerEventId:-0URX_TES90011NL /ftriggerEventIds
<patientId-
<root=Z.16.540.1.113855.2.4.6. 3 /root=
Lextensions=012345672< fextensions-
<ApatientIds
LfooSignedbata-

Saignedbhatas

| Mt~ vt |



Exclusive Canonicalization

Dubbele quotes ipv. enkele
Namespace declaraties voor attributen
Namespaces alfabetisch rangschikken
Linefeed, geen carriage return of CR/LF
Geen Byte Order Mark

UTF-8



Signed Info element

signedData
exccldn

R

signedData_ exccl4n.xml

l bits

SignedIinfo wsu |Id

template SHA1 hash
J—

160 bits

\ 4 X

maken
Signedinfo

A 4

Baseb4

karakters

A 4

SignedInfo
e SignedInfo.xml

\ 4




SHA: Cryptographic hash

Wikipedia: A cryptographic hash function is a deterministic procedure that
takes an arbitrary block of data and returns a fixed-size bit string, the
(cryptographic) hash value, such that an accidental or intentional change to

the data will change the hash value.

':"fF"f_l':";';_l"F""": IFCT 3454 BRER PEER PSR
; as! 6OEC F409 7000 CROO Fni?
unctiaon

The red fox
jurmps over
the |E||u= dag

cryptographic
hash
function

00&E 94688 FEYD CHEZ &2J¢
RACC? &CDl 9081 EEEE JREC

The rad fox

jumps ouer
the |E||u= dag

cryptographic
hash
function

&FD& Yo0& PED1 4FrdZ Dlck
Y&B1 79R9 (DR4 REFE 4618

Vb3 G 62 crfpf_l°g"hﬂph'c FCO3 FFDR SREZ CEFF 915F
JUI'I'IIEI EWr as o401 CcORY PO9R 46RF FE4S
the blue dog function

The red fox c"fF"f_l':"i"I'_l"F""" $RACR DEE? DISEE 4CTS 4Er4
JU"'"I;’ oer a5 1794 ?n&& BCFE DZBD EREC
the blue dog function



http://en.wikipedia.org/wiki/Algorithm
http://en.wikipedia.org/wiki/Data
http://en.wikipedia.org/wiki/Bit

SHA

* SHA1 ... SHA256
— 1995: SHA-1 NSA
— 2005: zwaktes in SHA-1 ontdekt
— 2001: SHA-2 (225, 256, 384, 512)
— 2008 — 12: SHA-3, open competitie
* SHA-1
— input: message maximum (2% - 1) bits
— output: 160 bits



Base 64

UTF-8: niet alle octets zijn toegestaan!

Ergo: binaire data kunnen niet zomaar in XML / UTF-8
Oplossing: bits -> karakters

RFC2045 (MIME) alfabet: [A-Z][a-z][0-9]+/

Text content M a h

A i 97 110

Bit pattern oo ToToTpraooo o toTi1o
Indesx = 22 5 4h

Basebd-Encoded T w F u



SHA + Base64

1= £sigmedbatsa "http: /Ay, aortarelease. . nl /80577
2 "http: //docs.0azis-open. org/was/ 2004/01 /foasis-20040l-wes-wssecurity-utility-1. 0. x3d"
3 "token 2.16.5258.1.1007.3.3. 1234567, 01234567597
g = <authenticationbDatas-
5 <messageld-
G <rootrz2,16,525.1.1007.3,.3, 1234567, 1< /o0t
7 Lextension=0123456789< fextensions
2 Limeszageld-
=] <notBefaore>=20050125173600< /notEefores
10 <notafrer>-20050125174059< fnotaifters
11 = <addressedParty>-

H 12 Lrootx2, 16,840, 1.1138583. 2.4, 6. 6</root>

InpUt (b|t$) 13 <extensions=l< fextensions

00000000h: 3C 73 62 67 6E 65 64 44 61 74 61 20 78 &D &C &E ; EsignedData xmln
Q00000010h: 73 3D 22 68 T4 T4 TO 3L 2F 2F 7T 7T 77 2E €1 &F ; =="http://www.ao
Q00000020h: 72 74 61 T2 65 &C €5 61 T3 &5 2E BE &C 2F 38 30 ; rtarelease.nl/20
Q00000030h: 35 2F 22 20 78 6D &C €E 73 3L 77 T3 TS5 3D 22 68 ; 5/" mmlns:wsu="h
Q00000040h: 74 74 70 3L 2F 2F €4 6F €3 T3 2E 6F €1 73 €39 73 ; ttp://docs.oasis
Q00000050h: 2D &6F 70 &5 6E 2E &F 72 &7 2F 77 73 73 2F 32 30 ; -open.org/wss/20
Q0000006&0R: 30 34 2F 30 31 2F &F €1 73 €% 73 2D 32 30 30 34 ; 04/01/oa=si=-2004
Q0000070R: 30 31 2D 77 T3 T3 2D TT T3 T3 65 63 TS T2 6% T4 ; Ol-wss-wssecurit
00000080RK: 79 2D 75 74 69 6C 69 74 79 2D 31 2E 30 2E 78 73 ; v-utility-1.0.=x=

L m~a mem mm e emam e A e m mm mm rm s e mwm mm mwm -

: 00000000R: E2 FO 4F E4 AE 4C E6 59 40 05 A5 98 CF 10 AE 28 ; S8080L=YE. ¥ 1.«
SHAl (160 b|tS) 00000010h: 87 63 4B &2 I : #cFb

Base 64 4vBP5K5M5IIABaWYzxCrKlIdjS21=



1=
2
3
g =
5 =

SignedInfo

<8immedInfo Thttp: Adwmr. w3, org /200009 /xm]ldsigg™ =
LCanonicalizationMethod http: F A w3 org 2001 10 fum] e o - ldngET S
<Aignaturelethod "http: f AT, w3, org 200009/ xmldesig#rsa-shal ™ /-
<Reference "#token_Z.16.525.1.1007.3.53.12534567.1_012345a759
<Transforms>
LTransform Thttp: S w3 org 2001010 wm]l —exe-cldng " -
<fTransformss-
<DigestMethod http: A /wmng, w3, oy 200009 /xnldsig#shal™ /-
<DigestWalue=duvBPSKIME1 1ARaTYexCrETIA)5321=/DigestValue>
</Reference
L3 igmedInfok



RSA with SHA

SignedInfo e ke
(exc c14n) P y
-
l bits l
400 bits
SHA1 hash > RSA
160 bits 408 bits
3021300906 ASN.1 DER
052b0e0302 R :
1a05000414 formaat Baseb4
T
karakters
3031300d06 |
0960864801

SHA 256 -> 464 bits
6503040201 SignatureValue

05000420




Private key:

Sender

“Hello world”

Receiver

“Hello world”

SHA-1 hash:

51IABaWYz
xCrKId;jS...

2

Public key:

MIICHzCCAY
ygAwlBAglI.....

c9fVK7vYAdv
s2DRZV1S...

RSA sig value:

RSA sig value:

c9fVK7vYAdv
s2DRZV1S...

—) OK




Certificate ‘

‘General Details lCertification Path |

Show: I <all=

b

Field

] Yalue

[

D Yersion
l:l Serial number

l::] Signature algorithm
[ |1ssuer
l:I Yalid From
=] valid to
lj Subject

%F' ublic key

Y3

00 cf 34 db bc 54 77 de 07 56 2c 3c 56...

shalRSA

TEST UZI-reqgister Zorgverlener CA G2...

dinsdag S februari 2008 15:30:02
vrijdaqg 4 februari 2011 15:30:02

ML, Test-Chassée ziekenhuis, Hendriku. ..

RSA (1024 Bits)

Edit Properties. .,

Copy to File. .. |

Learn more about certificate details

oK




Security Services (X.800)

Authentication
Authorization

Data Confidentiality
Data Integrity
Non-repudiation



Security services

Secure
connection

Authentication
Token

Digital
Signature

Authentication

.\/

.\/

.\/

Authorization

Confidentiality

Integrity

Non-repudiation




Key usage

Naam Key Usage Toepassing Key usage
omschrijving hexadecimaal

authenticiteit- | digitalSignature tokenauthenticat | 0x80

certificaat ie

handtekening | NonRepudiation elektronische 0x40

-certificaat handtekening

vertrouwelijk | keyEncipherment, O0x38

heid
certificaat

dataEncipherment

, keyAgreement

(OR'ed 0x20,
0x10, 0x08)




SOAP bericht

signedData

e

!

Header maken

|

authentication
Tokens

L

QURX_

EX990011NL
o

\ 4

v

Bericht maken

SignedInfo

SignatureValue

e

!

A 4

Certificaat
verwijzing

Header maken

'

wss:Security

1

v

A

SOAP bericht

A



oo b

28
29
a0
31
a2
23

ELE&8E

28

a1
a2
a3
G4
a5
bl
a7
pats]
]
[l
g1
G2
[=}]
G
[=}4]
1]
&7
[t

SOAP bericht

<rxml wersion="1.0" encoding="UTF-3" -
= <soap:Envelope "http: /fschemas. xnlsoap. org/soap/envelope /M=
- <zoap:Header>
= #ao:authenticationTokens "http: / umnd. aortarelease.nl /G055 TlTE
3 <gignedbata "http: //wmng, aortareleazse.nl /850577 [22 lines]
«/aniauthenticationTokensk-
- LWazifecurity
"http: //docs. 0asis-open. org/wss /2004701 foasis-200401-wes-wasecurity-secext-1. 0. x4
"http: //docz,. 0asis-open. org/wss /200401 foazizs-200401l-wes-wagecurity-utility-1. 0. x3d"
i Rl
- <3ignature http: A, w3 org 200009 fxml daigs™ =
3 <A3ignedInfo "http: Afmng. w3, obg 200009 /xmldsigE > [10 lines]
<hlmnatureValuer-TI9nik0ZgTyURNhE SgFFAVOYCsfESgqPNnd 29 yve lxurEr or diD ZL i M) OMAEnL 2¥ ) wGygk J 7 1 DnTEFSE ok J+ 1L GNWC QD &
- <EeyInfo-
- w23 ZecurityTokenFeference>
- <dz:xX50%Data "http: /AT, w3, org 200009/ xmldsig#E™ =
- <dz:x50%Issuerierials
- <ds: X509 zsuerNane’>C=TEST UZI-register Zorgwerlener C& GZ,
O=agentachap Centraal Informatiepunt Beroepen Gezondheidszorg,
C=HL</d3:X50913s5uerNanes
<dziXi09%erialNunber>32 7210172 0022645327135620193674491460601< /ds: X509%eriallunber:-
</ds: X509 ssuerleriall
«/fdz: X500Data
</wsz: decurityTokenFeference=
< i/EReyInfor
</31lgnaturel-
Lfwss lecurity:
< /soap:Header>
- <goap:Body>-
- <QUEX_TIN920011HL "http: Afwmr. w3, org /2001 =ML Schena-instance™
"urn:thl7-orgivi .. fschemas QTR _IN990011NL. xad™
urn:hl7-orgiviTs
=id TOlZ53456759" T2 .16, 5258.1.1007.3,.53, 1234567, 1" /-
<creationTime 200501281736/ =
<yersionCode "HNICTIZEAZ005-0kL™ /=
<interactionId TOURX_INS900L11NL™ "Z2.16.5840.1.1158583.1.67 /=



Functie Algoritme URI

Signhature | RSA+SHA-1 <SignatureMethod Algorithm=
"http://www.w3.0rg/2000/09/xml
dsig#rsa-shal"/>

Digest SHA-1 <DigestMethod Algorithm=
"http://www.w3.0rg/2000/09/xml
dsig#shal"/>

Signature | RSA+SHA-256 |<SignatureMethod Algorithm=
"http://www.w3.0rg/2001/04/xml
dsig-more#rsa-shaz256"/>

Digest SHA-256 <DigestMethod Algorithm=

"http://www.w3.0rg/2001/04/xml
enc#sha256" />




Transformatie XML 2 SignedData

Verstrekkings-
Lijstquery

\/_

QURX_IN990111NL_01.xml

signedData.xsl

A 4

signedData QURX_IN990111NL_01_signedData.xml

\/_




Whitespace eruit

sighedData

\/_

|

remove-
whitespace-
between-

elements.xsl

A 4

signedData

\/_

QURX _IN990111NL 01 signedData.xml

QURX_IN990111NL 01 signedData.xml



Exclusive Canonicalization

signedData QURX _IN990111NL 01 signedData.xml

\/_

|

exccldn
(Oxygen gebruikt)

A 4

signedData
exccldn

\/_

signedData_ exccl4n.xml




Signed Info element

signedData
exccldn

R

signedData_ exccl4n.xml

l bits

SignedIinfo wsu |Id

template SHA1 hash
J—

160 bits

\ 4 X

maken
Signedinfo

A 4

Baseb4

karakters

A 4

SignedInfo
e SignedInfo.xml

\ 4




RSA with SHA

SignedInfo e ke
(exc c14n) P y
-
l bits l
400 bits
SHA1 hash > RSA
160 bits 160 bits
3021300906 ASN.1 DER
052b0e0302 R :
1a05000414 formaat Baseb4
T
karakters
3031300d06 |
0960864801

SHA 256 -> 464 bits
6503040201 SignatureValue

05000420




SOAP bericht

signedData

e

!

Header maken

|

authentication
Tokens

L

QURX_

EX990011NL
o

\ 4

v

Bericht maken

SignedInfo

SignatureValue

e

!

A 4

Certificaat
verwijzing

Header maken

'

wss:Security

1

v

A

SOAP bericht

A



QURX_

EX990011NL
-

l

token maken

y

signedData

Tokenauthenticatie

A 4

e

SignedInfo
maken

A

smartcard met
private key

|

RSA / SHA

SignedInfo

e

\ 4

sig maken

A

Certificaat
J—

SignatureValue

A

Bericht maken

\ 4

\ 4

SOAP bericht




